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Executive Summary

Data spaces are here Essential concepts and Key messages
principles

There are plenty of initiatives, activities

and buzz around data spaces, e.g.:

 OECD’s Recommendation on Data
Access and Sharing,

* International Data Spaces,

» Gaia-X,

« Data Spaces Business Alliance,

« Sitra’s Fair Data Economy,

« Team Data Spaces,

« MyData Global.

Central objectives are related to

* building frameworks and
standardization,

« developing generic building blocks,

* preparing regulation for data spaces.

LV.'.

Data space: a framework and a
medium that creates a secure space
for data exchange,

Data sharing: conditioned exchange
of data aiming to create added value,
Data ecosystem: integration of and
interaction between stakeholders to
access and share data,

Data sovereignty: self-determination
in a digital world,

Data intermediaries: a wide set of
data intermediation actors and
services,

Soft infrastructure: neutral building
blocks and core services to create an
interoperable digital market.

» Data spaces implement our common
distributed soft infrastructure.

» Data spaces evolution is in early
stages moving from definition of
generic principles, architecting the
frameworks and identifying the
potential value in pilots towards wide
scale industrial adoption.

* There is a broad international
consensus on the need for fair data
access and sharing and this
momentum should be used to
accelerate the developments.

» Data Space Design Guidelines: Fair,
Human-Centric, Responsible, Trust,
Data Value, Real-time.
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. Introduction

Background, goals, methods
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Background

This state of data spaces study has been commissioned by the Ministry of Transport and
Communications of Finland and conducted by 1001 Lakes.

The key data-related duties of the Ministry are to
* Improve access to data
* Provide opportunities for data-based businesses by means of regulation LV."."

- Draft legislation concerning data resources and the use of information and matters AND COMMUNICATIONS
related to privacy protection and the securiy and confidentiality of transport and
communications services

Team

o LAKES
Ministry of Transport and Communications

Lotta Engdahl, Laura Lassila, Pauliina Penttila, Taru Rastas, Maria Rautavirta
1001 Lakes
Sami Jokela, Olli Pitkdnen, Marko Turpeinen

A A ' /\V\


http://lvm.fi/en
https://1001lakes.com/

Goals of this study

Provide a snapshot of the state of data spaces in 2021

Clarify concepts and principles behind data spaces

Analyse objectives of data space initiatives, programmes, implementers
Summarise key messages regarding data space developments

LV..




Methods

 Literary review: EU and Finnish regulation, funding programmes, reports,
specifications, articles, websites, presentations.

» Two workshops: total of 30 invited participants from public sector, industry, research
institutes and NGOs representing various types of deep expertise and interests.

« Six in-depth interviews: experts from Sitra, Technology Industries of Finland, Taival
Advisory, Vastuu Group, Forum Virium Helsinki, International Data Spaces Association.

« Selection of initiatives for analysis in four categories: key initiatives and organisations,
soft infrastructure, data spaces as commons, data spaces as ecosystems. Analysed
initiatives are a representative sample in their category selected from of a broad
variety of potential activities. Geographical focus has been in the EU.

LV.".'



Domain specific

Data Spaces - Analysis Framework

Regulation

\_

N
<Contibutions and aims (EU-level and national)>
<Most relevant regulatory initiatives>

\_

J
Frameworks and standardization
4 . N
<Common bodies>
<Major programmes>
<Standardization efforts> y
Generic building blocks
\

(" <Technical building blocks>
<Governance building blocks>
L <Existing and in development building blocks> y

Ecosystems

Platforms and
solutions

LV..

4 N\ N [ N N
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Transport Construction Cities Others

This framework was created and used
to provide a more systemic view of on-

going data spaces activities.

<Key facts>
<Core ideas>
<Links with Finland>

The goal was also to analyse
the involvement of Finland in
data space initiatives.

Data space domains were selected based
on the interest areas of the Ministry of

Transport and Communications.




2. Fundamentals of
Data Spaces

Terminology, design principles, layered structure

LV..
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Key terminology (1/2)

Data space

Data sharing

Data ecosystem

LV.'.

Decentralized infrastructure for trustworthy data sharing and exchange in
data ecosystems based on commonly agreed principles. 2

Purpose- or sector-specific or cross-sectoral interoperable frameworks of
common standards and practices to share or jointly process data for, inter
alia, development of new products and services, scientific research or civil
society initiatives. 3

Act of providing data access for use by others, subject to applicable
technical, financial, legal, or organisational use requirements.!

Provision by a data holder of data to a data user for the purpose of joint or
individual use of the shared data, based on voluntary agreements, directly
or through an intermediary. 3

Integration of and interaction between different relevant stakeholders
including data holders, data producers, data intermediaries and data
subjects, that are involved in, or affected by, related data access and

sharing arrangements, according to their different roles, responsibilities and

rights, technologies, and business models. !

References:

«"Space" has two meanings in English: "physically bounded space” (e.g. room)
and "infinite space” (e.g. outer space); which meaning is more important for data
spaces?

* The European debate highlights the economic dimension of the concept.

* Data space is a framework and a medium that creates a secure space for
data exchange.

* There is a need to emphasize that data sharing may include limitations on the
users authorised to access the data, conditions for data use including the
purposes for which the data can be used, and requirements on data access
control mechanisms through which data access is granted.

* Phrases like ‘Conditioned data access and sharing arrangements’ and "Data
usage control” have been introduced.

+ Data sharing requires clarified and balanced terms of use and data
interoperability frameworks and standards.

* Data sharing is conditioned exchange of data aiming to create added value.

» Data ecosystems include public organizations, private organizations and
individuals as stakeholders and actors.

* Ecosystems should not be considered only from industrial viewpoint and
premises; we need a human-centric approach to building a fair data
economy.

(1) OECD: Recommendation of the Council on Enhancing Access to and Sharing of Data (October 2021).

(2) OPEN DEl: Design Principles for Data Spaces (May 2021)
(3) EU Data Governance Act (draft by EU Council, October 2021)



Key terminology (2/2)

Data sovereignty  The capability of a natural person or organisation for exclusive self- * Ownership of data is legally problematic, replacing the concept of ownership
determination with regard to its economic data goods. 2 with the concept of sovereignty does not resolve these problems.
* The concept is intended to have an empowering effect.
» Data sovereignty is self-determination in a digital world.

Data Service providers that facilitate data access and sharing under commercial * The concept defines a wide set of data intermediation actors and services:
intermediary or non-commercial agreements between data holders, data producers, data marketplace provider, data broker, data clearing house, vocabulary

and/or users. Data holders and trusted third parties can act as data provider, data service catalogue provider, MyData operator, etc.

intermediaries. 3 * Data intermediation services can be very different in terms of their functions and

potential business models. Can such a diverse set be regulated in a meaningful
Data spaces could require an entity fo structure and organise (‘orchestrate’) way?
such data spaces. Data intermediation services could include inter * How important and realistic is it for data intermediaries to be fully independent
alia bilateral or multilateral sharing of data or the creation of platforms from other actors in the data ecosystem?
or databases enabling the sharing or joint use of data, as well as the
establishment of a specific infrastructure for the interconnection of data
holders and data users. 3

Soft Neutral building blocks and core services. Provides a level playing field for * Legislation is needed, which should be permissive and promote data sharing
infrastructure data sharing and exchange. Made up of technology neutral and sector and prevent lock-in. Flexibility is also needed; agreements and bilateral
agnostic agreements and standards specifying how organisations and practices that serve as examples for legislation.
individuals can patrticipate in the data economy and how they need to act * Data is in bunkers. Building blocks and examples are needed to get data
and behave in compliance with commonly agreed rules and directives. ? moving.

« Soft infrastructure is a milestone on the way to creating an interoperable
digital market.

References:

(1) OECD: Recommendation of the Council on Enhancing Access to and Sharing of Data (October 2021).
(2) OPEN DEI: Design Principles for Data Spaces (May 2021)

(3) EU Data Governance Act (draft by EU Council, October 2021)
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Design Principles for Data Spaces

Regulation
) )
Proposes data space governance bodies and Kev fact
novel models, for example Data Exchange Board ey tacts . . . . . . L
at the EU-level. + Collaborative effort organlged by EU pro_Ject O_PEN DEI. This resulted in Design Principles
for Data Spaces v.1.0 white paper published in May 2021.
\ — / * Proposes four design principles for data spaces.
ﬁrameworks and standardization N « Sector specific needs analysed for manufacturing, energy, health, agri-food.
Framework for soft infrastructure and building * Framework proposed is used as an underlying structure in this study.
ecosystems from generic building blocks.
Aim is to contribute as a design basis to data space programmes Data space and industrial domain experts team up to
and standardization efforts. define for the first time cross-sectoral and across
- — J initiatives the fundamental design principles to build
Generic building blocks data spaces.
( Introduces building blocks in four categories: ) Authors & Contributors
interoperability, trust, data value, governance. Ulrich Ahle, FIWARE Angelo Marguglio, ENGINEERING
Harrie Bastiaansen, TNO Maria Marques, UNINOVA
Kjell Bengtsson, JOTNE Christoph Mertens, IDSA
U ) Mallku Caballero, AgriCircle Giorgio Micheletti, IDC
L} Silvia Castellvi, IDSA Luc Nicolas. EHTEL
4 N\ / \ 7/ \ 7 N\ P R I N C I P L E s : Alberto Dognini, RWTH Boris Otto, Fraunhofer
" Frans van Ette, TNO Eugenio Perea, TECNALIA
[} Marianna Faraldi, TCA Carmen Polcaro, INNOVALIA
ECOSYStemS F o R D ATA : Joshua Gelhaar, Fraunhofer Matthijs Punter, TNO
Ke) s Alessio Graziani, ENGINEERING Jorge Rodriguez, ATOS
= - - -d---------1 ---------- +--------- n Andrej Grguric, ERICSSON John Soldatos, INTRASOFT INT.
8 s PA c E S : Sergio Gusmeroli, POLIMI Sebastian Steinbuss, IDSA
% - Kristian Helmholt, TNO Harald Sundmaeker, ATB
c Data (] Juan Jose Hierro, FIWARE Anne-Sophie Taillandier, IMT
'S e (TR " Denise Hoppenbrouwer, Innopay Mariane ter Veen, Innopay
e : Thorsten Huelsmann, IDSA Francesco Torelli, ENGINEERING
< 1 T T oo . Srdjan Krco, Dunavnet Tuomo Tuikka, VTT
- & oPeEnneEl A 4 Antonio Kung, TRIALOG Marko Turpeinen, 1001 LAKES
Platf(_)rms and Nuria De Lama, ATOS Luis Usatorre, TECNALIA
solutions Oscar Lazaro, INNOVALIA Javier Valifio, ATOS
\ / J J \ J (7 https://design-principles-for-data-spaces.org/

Transport Construction Cities Others
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Four data space design principles

#1. Data sovereignty

The capability of a natural person or organisation
for exclusive self-determination with regard to its
economic data goods. This is the innovative and
transformative concept underlying data spaces.

#2. Data level playing field

New entrants face no insurmountable barriers to
entry because of monopolistic situations. When a
data level playing exists, players compete on
guality of service, and not on the amount of data
they control. A data level playing field is a pivotal
condition to create a fair data sharing economy.

#3. Decentralised soft infrastructure

The data sharing infrastructure is not a monolithic
centralised IT infrastructure. It is a collection of

LV.".'

interoperable implementations of data spaces
which comply to a unified set of agreements in
all dimensions: functional, technical,
operational, legal and economic. Out of the
principle of data sovereignty follows functional
and non-functional requirements of
interoperability, portability, findability, security,
privacy and trustworthiness.

PRINCIPLES :

FOR DATA
SPACES

#4. Public-private governance

For the design, creation and maintenance of the
data level playing field a sound governance is
essential. All stakeholders need to feel
represented and engaged. These include users
(persons, organisations) or provider of data
services as well as their technology partners
and professionals.

& 1PENDEN



Public All data
Industrial  Health Energy Agriculture Greendeal Mobility Financial administration Skills spaces

Data Spaces as Ecosystems Data spaces as ecosystem

Data spaces based on common design principles enable a dynamic, secure and seamless flow of

Data S h arl n g n etW O r kS an d d ata m ar ket p I aC es data/information between parties and domains as well as entirely new services for users, based on
. enhanced transparency and data sovereignty. A new user behavior and digital culture arises, as users
e Service and Value eXChange learn to play by the rules and use data (both their own and other users' data) in an ethical way.
Data spaces as federation enable multiple participants to discover data resources across
° Use case and bUSineSS driven underlying platforms and their administrative domains.

» Cross-sectorial ecosystems also made possible
*  Rulebooks complement standards and regulation

Data Spaces as Commons

General and sector-specific principles

Synthesis of building blocks to data spaces

As all participants implement the same minimal set of functional, legal, technical and operational

. - agreements and standards, they can interact in the same manner, no matter what data space
° BU I It on common SOft InfraStrUCtu re they are operating in. Key bu&ld?;wg blocks and roles will be part of each data space. Some elements of ) E S I G N
o . the building blocks will be similar for multiple spaces and will therefore be part of the general
° Apply SeCtO I‘-SpeCIfIC Standards and regulat|0n soft infrastructure. Other elements of the building blocks will need to be customised
to work for sector-specific data spaces. ik P R I N c I P L E s

» Domain-specific metadata & vocabularies
+ Examples: European Health Data Space, European
Mobility Data Space

Soft Infrastructure

N eu t I al b ul | d In g b I ocC kS an d core services The soft infrastructure provides a level playing field for data sharing and exchange. &
o Itis made up of technology-neutral and sector-agnostic agreements and standards specifying ' \
. Interopel’ablllty how organisations and individuals can participate in the data economy and how they need \‘ 7] " P E " I] E I

L/
to act and behave In compliance with commonly agreed rules and directives. :'.oj
* Trust

+ Data Value > O © 5@

INTEROPERABILITY TRUST DATA VALUE GOVERNANCE

° Data Models & . e Metadata & Discovery Overarching cooperation
GOVG mance Formats Identity management agreement
Data Exchange APls ng!?:s& \sgeconticly Data Usage Accounting Operational (e.g. SLA)
Provenance and Publication & .
15 LVA"' traceability Marketplace Services AT

FOR DATA
SPACES

PP S AR

Soft Infrastructure and neutral building blocks

& Ipennel




3. Key Initiatives and
Organisations

Data space programmes, architectures, alliances
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OECD - Recommendation on Data Access and Sharing

Regulation

Recommends that Adherents adopt a strategic whole-of-

government approach to data access and sharing Key facts

+ First internationally agreed principles and policy guidance on enhancing data access and
sharing arrangements while protecting individuals’ and organisations’ rights and taking into
account other legitimate interests and objectives

Frameworks.and. standardization...........cceeveveurnveunnes - Reinforcing Trust Across the Data Ecosystem
The recommendation aims to influence underlying principles = « Stimulating Investment in Data and Incentivising Data Access and Sharing
for international data space frameworks and standards, but  : * Fostering Effective and Responsible Data Access, Sharing, and Use Across Society

does not boost or promote any specific initiatives.

“-----

Gemmﬁnmﬂtﬂuggn lldeks OECD [ Better
policies for better lives &
) 60 Goeco @y OECD
for Economic Co-op and Devels
#OECDMinisterial adopted 1st internationally agreed CINGIDHTINAL
5 K = K Unclassified English - Or. English
principles & guidance on enhancing access to & o ¢ October 2021
y sharing of #data, covering all types of data. comatt
oe.cd/42Y #DataAccess #DataSharing
7 N\ N\ p i
Ecosyste ms Meeting of the Council at Ministerial Level, 5-6 October 2021
Q
B ety 1T T T T T Tttt Tt RECOMMENDATION OF THE COUNCIL ON ENHANCING ACCESS TO
8 AND SHARING OF DATA
% Data (Adopted by the Council at Ministerial level on 6 October 2021)
=
©
E ____________________________ P JE N
o
O  Platforms and
solutions
— J \ J \\ J
Transport Construction Cities Others
The aim of OECD is to "empower and pro-actively engage all relevant
. V.. stakeholders alongside broader efforts to increase the trustworthiness of the

data ecosystem.”



International Data Spaces (IDS)

Regulation

--------------------------------------------------------------- ",

¢ : Key facts
: Aims to influence EU Data Strategy, Digital Europe Programme, + Goals: (1) Driving Data Spaces in Europe and (2) Organizing the initiation and growth of
: Data Governance Act, Data Act, Data Innovation Board, ... . data spaces everywhere
: : + Started as a research-driven Industrie 4.0 initiative, currently in broad scale adoption phase
E """"" ke and standardization s * + Initially focused on industrial data, currently includes all data and all domains
_rameworks and standardization ~ « Strongly linked with Gaia-X, providing many of the data spaces building blocks

INTERNATIONAL DATA IDSA is the organizational body with

SPACES ASS0CIATION ST ITETel)y 200 FiEi s el Five core pillars of IDSA offering

the IDS framework.
\ J -
. - ;Adoptlon

Generic building blocks @ | - IDS G 7 s,
7 ~\ \ | /4

IDS Reference  IDS_G Open — —

e, Open Source

Model (v.3.0) Core Services (Rulebooks)

J

g N N N/ \ %E Guiding principles IDSA Members from Finland: 'I-
*  VTT (Finnish hub coordination)
Endl C tivit
Ecosystems i mR i AN ’ Aglto
i..L:> all kinds of data endpoints ° Dimecc
S HRICEEEEEEEEEEEEREEEY EESEEE o] N N . L.
(] Trust between different security domains * Dlgltal LIVIng
% Comprehensive and audit-proo security func- ° VaStuu GI’OUp
alta tions providing a maximum level of trust
< Dat . 1001 Lakes
& ) ______] B D N I Governance for the data economy
8 Usage control and enforcement for
P|athI’mS and data flows and assignments of data
solutions
. J L AN )L ) (7 https://internationaldataspaces.org/
Transport Construction Cities Others
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Domain specific
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Regulation

S NN NN NN NN E NN NN NN NN EEEEENN NN EEEEEEEENNNEEEEEEEENEEEEEEEEN,

Mentioned in the European Data Strategy. Exchange between
Gaia-X and the European Commission to identify synergies
between Gaia-X and initiatives and programs such as the European
Cloud Federation, CEF 2 and Digital Europe.

¢----n.

®ssssmmmnnn?

*

AN NI NN N SN NN E NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEEEER®

Frameworks and standardization
FHAMEWOTKS and slancartlzal

SANT T 77 \
Y] | Gaia-X AIBSL
Qaia-x
. J
Generic building blocks
( )
Gaia-X Gaia-X Gaia-X
Architecture Federation Services Policy and Rules
.
Gaia-X Data Spaces Business Committee ~ ;
:Ecosystems Gaia-X Domain Working Groups i
. q
- i
Data
Platforms and
solutions
T'r?é'h'éﬁéi}t Consiriiciion Giiies™ “Gihers
LV

Key facts

Core initiative in Europe to implement European Data Strategy

The Gaia-X project had initially a strong European cloud focus (how and where data is

stored, processed and used within the data infrastructure).

Gaia-X has evolved to include data spaces more broadly and focuses now on secure,

provacy-protected and sovereign exchange and use of data.
Leadership from France and Germany, interest growing globally.

Main drive from EU commission and European industry (75% of members).

1800+ participants from ca. 500 companies and organisations.

Relation to cloud hyperscalers (Amazon, Microsoft, Google) is evolving and becoming more
inclusive instead of Gaia-X being positioned as the European alternative cloud solution.

Advanced Smart Scwn(cs

Identity & Trust Sovereign Data Exchange
* Federated Identity Management * Policies & Usage Control
* Trust Management Data Space! N . * Usage Control for data protection
* Federated Access / * Security Concepts
* Self-Description 2 :;l;fi;\"::::’t’u Service Providers
z f,',,";:ﬁ':;;"::f:,m « Rights and Obligations of Participants
\* Onboarding & Certification
Federated Catalogue Compliance

Policy Rules & Architecture of Standards, interconnection

3
£
g
L]

LILES

AR N
SNVl e
R N
- .
cr AN
PN RS

gaia-x
+ Hub Finland

-

Finnish members:
CSC, Technology

Industries of Finland,

Vastuu, VTT

Business and market
shaping opportunities
for Finnish companies

in data sharing

Coordinated by Sitra.




Data Spaces Business Alliance

Regulation

Aims to infuence data space regulation indirectly by : Key facts
: promoting common views on key aspects to be : » Four key European organizations (IDSA, Gaia-X, Fiware, BDVA/DAIRO) have formed an
: regulated. 3 alliance _
e eeeereemsssseeerresssssseeereennsssEeeerrennnnnrrrrrrnnnn———. » Creating a one voice and a common framework to make data spaces happen
Frameworks and standardization * Bringing together data providers, users and intermediaries, data spaces are key to driving
( ) businesses to competitively extract value out of data
3. BDV o © Fl N INTERNATIONAL DATA » Together, the Alliance’s founding organisations represent 1,000+ leading key industry players,
FoanoeATion goic:—x:::":: associations, research organisations, innovators, and policy-makers worldwide
* With its combined cross-industry expertise, resources and know-how, the Alliance drives
\ / awareness, evangelises technology, shapes standards and enables integration across
Generic building blocks industries.
Strong contribution and commitment from all four h Technoloav and architecture: Common
programmes of the alliance to provide the common building ¢ 9y del that dri it ' bility b
blocks (combining outputs from IDSA, Gaia-X. Fiware). reterence mode! that drives interoperability by
¢ y harmonising technology components and
other elements.
e N\ N N\ ) Support: Pooling tools, resources and
expertise: handbooks, roadmaps, individual
Ecosystems evolution plans, access to Digital Innovation
;f;’ Hubs, acceleration programmes, go-to-market
S 1T 1T 1T toolki.
& Identification and characterisation: ‘Data
£ Daia Spaces Radar’ to actively scout potential data
g ____________________________ 1] 1. ] &s spaces. Overview on data spaces evolution on
8 a global level.
Platforms and https://internationaldataspaces.
L )L )L )L ) org/adopt/data-space-radar/ Finnish actors are involved as e
. — members in all four initiatives
Transport Construction Cities Others

A
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Domain specific
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Open Data Institute

Regulation

S NN NN NN NN E NN NN NN NN EEEEENN NN EEEEEEEENNNEEEEEEEENEEEEEEEEN,

Active contributor in the evolution of data-related regulation.

e EEEEEEEEN,

®ssssmmmnnn?

*

AN NI NN N SN NN E NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEEEER®

Frameworks and standardization

ODI aims to enable the development of data infrastructure in ways
that benefit people, companies, governments and civil society. We
focus on increasing data flows around the data ecosystem,
improving skills and capabilities, and encouraging innovation.

Generic building blocks

eUEEEEEEEEEEEER BN NS NSNS EEEEENNENEEENSEEEEEEEENEEEEEEEEEEEEDN,

Influences indirectly the principles underlying data spaces
building blocks.

sammmmmmam,
MTTEIL I

e NN NI EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

s N\ N N\ N
Ecosystems
Data
Platforms and
solutions
N J U J U J U y,
Transport Construction Cities Others
LV

Key facts

* The Open Data Institute (ODI) is a non-profit with a mission to work with companies

and governments to build an open, trustworthy data ecosystem.

+ ODI works with a range of organisations, governments, public bodies and civil society

to create a world where data works for everyone.

* Improving the data practices of organisations so that they can build and manage

adequate data infrastructure and data use.

R The Data Spectrum

Personal / Commercial / Government data

Internal Named Group-based Public Anyone
access access access access

Employment Explicitly assigned | Via authentication
contract + policies | by contract

Sales reports. Driving licences Medical research

Closed Shared

Cehttps://theodi.org/

The Data Spectrum clarifies the closed/shared/open data differences: Example of an ODI report:

|

Open Data insttue / Feport

Secondary use of
health data in Europe

U
Pl



https://theodi.org/topic/data-infrastructure/

Domain specific
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Regulation

--------------------------------------------------------------- ",

.

EU funded coordination action related to data spaces
across various domains.
Indirectly influencing regulation and policies.

e EEEEEEEEN,

Aims to increase collaboration across European actors.
Project has published a white paper that proposes a
design framework for data spaces.

eneric building blocks

Several project partners are implementing generic
building blocks that are promoted by OPEN DEI project.

sEEEEEEEEm,

MTTEIL I

e N\ N N\ N
Ecosystems
Data
Platforms and
solutions
\. J \ J J U y,

Transport Construction Cities Others
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Key facts

* OPEN DEl is an EU H2020 Coordination and Support Action (CSA) project (2019-22).

+ Aims to detect gaps, encourage synergies, support regional and national cooperation, and
enhance communication among the EU projects implementing the EU digital strategy

+ Coordinates the writing of Design Principles for Data Spaces white paper. First version
released in May 2021. Update planned to be released in Winter 2022.

» Focuses on four sectors: manufacturing, energy, health, agri-food.

Platform building
Comparing reference architectures and open source reference
implementations, enabling a unified industrial data platform

Data ecosystem building

Enabling an innovation and collaboration platform, forging a
European network of DIHs, contributing to industrial skills
catalogue and observatory

Large scale piloting
Contributing to a digital maturity model, creating a set of
assessment methods and a migration journey benchmarking tool

Standardisation

Conducting cross-domain surveys, performing promotion and
implementation, building alliances with existing EU and standard
developing organisations

(7 https://www.opendei.eu/

@ IPENDE]

-9

-

Indirect participation
through white paper
editing task force (VTT,
1001 Lakes) and
analysed use cases
(health and energy).
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Sitra - Fair Data Economy

Domain specific

REGUIAION, ... e e e e e .

Active contributor and commentor to national and European data-
related regulation.

Frameworks and standardization

The IHAN blueprint includes the descriptions of the principles and
components of IHAN'’s functional architecture as well as guidelines
for building fair data economy services with the aid of existing
ktechnology y

Generic building blocks

The programme has built the IHAN testbed as an environment for
testing data sharing projects.
Fair Data Economy Rulebook model helps organizations to agree

L On business, legal, technical and ethical rules for data sharing. y
4 N\ [ N N\ [ )

Ecosystems

Data

Platforms and
solutions

\ J U J U J U y,
Transport Construction Cities Others

LV.'.

Key facts
+ Sitra’s IHAN® project (2018-2021), has had its focus on fair data economy, in which

successful digital services are based on trust and create value for everyone.

+ Sitra continues the focus on Data Economy and has promoted it to be one of Sitra’s main
themes alongside with circular economy and renewing democracy.

+ Emphasizes that a fair digital transition is one of Europe’s most important facilitator of
sustainable growth and competitiveness.

Main arguments: S'TRa

» The fair data economy will benefit everyone.

» Data will be shared more freely between different parties.

» Trustin service providers will encourage individuals to share their data when the sharing is
based on their consent.

» People will obtain access to more targeted services that improve their well-being and daily
lives.

» Companies of all sizes will achieve growth through innovation and well-being will increase.

the European data economy
testbed

Create your own trusted data sharing success case

N




Data Sovereignty Now

Key facts

» Caoalition of partners who believe that Data Sovereignty should become the guiding
principle in the development of national and European data sharing legislation

* Initiated by Innopay (NL).

» Data Sovereignty the central design principle of the data economy as a whole and a

prerequisite for every organisation’s own data architecture.

The benefits of data sovereignty

* People can easily switch providers, and
enable their data to be commercialised by
businesses

» Businesses can trade more easily, securely
and cost-effectively with other businesses

+ All parties holding data can offer consistent
functionalities and ways of working to their
customers, suppliers and employees

* The free flow of data will increase, thereby
stimulating more and faster commercial
innovation to create new kinds of data-
enabled business models that generate new
services

* The dominance of the Big Tech giants will be
reduced since customer data will no longer
be ‘locked in’.

Regulation
( )
Proposes that the European Commission should take a decisive
step forwards by making Data Sovereignty a legal prerequisite
for every data initiative in Europe.
J
Frameworks and standardization
- )
Influences frameworks and standardization by promoting data
sovereignty as one of the central design principles for data spaces.
. J
Generic building blocks
4 )
\_
4 N\ N N\ [ A
Ecosystems
Q
'G ___________________________________________________________
)
)
= Data
©
e e e
)
a
Platforms and
solutions
. / / \_ J . J
Transport Construction Cities Others

., LV

Members

@ @ [reedom INNOPAY
NewGovwemance

ISHARE @

,,,,,,,,

SITRa @ FrooW

innovation
for life

(7 https://datasovereigntynow.org/ Participation from Finland (Sitra, S

MyData Global)




Team Data Spaces

Regulation

Domain specific

25

:  Aims to become the Data Spaces Support Center planned to
s startin 2022, strong link EU-level Data Innovation Board to be
= expected -
Frameworks and standardization
Team
Data Spaces

Generic building blocks ... ..cciieiireccr e .
{ :
= Focuses on boosting and adoption of common building blocks

4 N\ N N N
Ecosystems
Data
Platforms and
solutions

. J U J \ J \\ J

Transport Construction Cities Others
LV.Y

Key facts

(7 https://dataspacesd.eu/ YTT

Team Data Spaces brings together the leading European players in data spaces from
European associations, industry, and research organisations with a common vision to
deliver European data spaces.

Adoption and
interoperability e

Community of
practice

Multiple
data spaces

Common soft
infrastructure

Legal and
ethical framework

@ Common
roadmap

Jeeov Copgemini@inre (@) FIWARE %2 Fraunhofer
R it Insight©@
gaiasc PR !
[ Leuven | & SITRa  TNOu-
Ry

Strong participation from Finland
(Sitra, VTT, MyData Global)

)




MyData Global

Regulation

S NN NN NN NN E NN NN NN NN EEEEENN NN EEEEEEEENNNEEEEEEEENEEEEEEEEN,

MyData aims to influence regulation, and has been active in
promoting the human-centric view and the data intermediary model,

Key facts I
for example in the context of the EU Data Governance Act.

+ MyData Global is an international non-profit headquartered in Helsinki.
» The purpose of MyData Global is to empower individuals by improving their right to self-

e EEEEEEEEN,

®ssssmmmnnn?

*

LLLLCE L e e e T e PP P PP TP PP PP PP PP PEPEP PP PPPEP PP determination regarding their personal data.

Frameworks and standardization N - MyData Global has over 100 organisation members and close to 400 individual members from
MyData is both an alternative vision and guiding technical over 40 countries, on six continents.
principles. It works together with other initiatives such as IDSA and + The human-centric paradigm aims at a fair, sustainable, and prosperous digital society, where
Gaia-X focusing on aspects of personal data. personal data sharing is based on trust as well as balanced and fair relationship between

\ y individuals and organisations.

Generic building blocks

( R

MyData Global has introduced the MyData Operator model for St
personal data management intermediaries, consisting of several @e a te

envisioned building blocks, e.g. consent management and

\ identity management. y
AN OVERVIEW
4 N\ N N\ ) OF MYDATA
THINKING
Ecosystems The publication will elp you understand
the landscape of MyData and how to
leverage it in various contexts,
————————————————— -4--—-—-—1rFr———°tr-——"- encouraging further work in governance
and standardisation, and highlighting
the important pillars crucial for
implementing MyData in practice.
Data

mydata.org

Domain specific

Platforms and
solutions

9 ) U J J \Others) (7 https://mydata.org/

Transport Construction Cities

.6 LV



4. Soft Infrastructure

Building blocks for interoperability,
trust, data value, governance

LV..




Soft Infrastructure Building Blocks

» Four categories of building blocks: Interoperability,
Trust, Data Value, Governance

S

* DEfInI'[IOI’l and Standard|zat|0n Of bU||d|ng bIOCkS need Soft Infrastructure and neutral building blocks
thelr SOft InfraStrUCture governance meCha‘nlsmS The soft infrastructure provides a level playing field for data sharing and exchange.
. Itis made up qf techno!ggy-peutral and sec‘tc.)r-agn-ostic agreements and standards specifying
+ Decentralised data flows and automated data b e B P T
transactions building trust and efficiency in data o, v, & 5B
exchange (e.g. data and API automation, smart
contracts). EEE
- For example: what does it mean for a building block to ora change s Jlf Be et

be Gaia-X or IDS compliant, and how is this certified? B Continuiy moel

* The list of individual 12 building blocks is evolving, and
the building blocks are at different levels of maturity

N AT AN



Self-Sovereign ldentity (SSI)

Regulation
Key facts
+ Self-sovereign identity (SSI) is a Decentralised Identity (DID) system for
organizations, people, things.
Frameworks and standardization « SSI allows individual or business to control their digital accounts and personal data.
A e s s . - Individuals with self-sovereign identity can store their data to their devices and
: 233277 provide it for verification and transactions without the need to rely upon a central
, AR repository of data.
| gaig-x + SSl can be seen as a fundamental building block for data spaces.
.................................................................................................... ° Gala_x arChItecture IOS bullt on the Wlode use Of SSI
Generic building blocks
~
DIDs enable digitally signed verifiable claims
P\ gitally sig
W, || SSI
Issuer Holder Verifier
( Y ( Y( N ( ) Signs Issues Countersigns Presents Verifies
Claim Claim Claim Claim Signatures
Ecosystems
(&]
% ____________________________ ] A Ao Decentralized Identifiers (DIDs)
8_ Public or Private Blockchain or other Decentralized Network
2 Data
= .
§ ---------------------------- B B S RERRREEES f TRUST = . ®
Platforms and Over IP
solutions FOUNDATION U n I O n
\. /J \ J \. AN J (7 https://trustoverip.org/ (7 https://idunion.or (7 https://findy.fi 'l-
Transport Construction Cities Others P p-ore ps:// g/ ps:// v-fi/

A
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IDS Reference Architecture Model

Regulation
e ™
. J
Frameworks and standardization

N

There are several efforts for IDS-based standardization — e.g. on

European level at CEN and international level at ISO — and IDS use
in public tenders. IDSA has a certification process for solutions that
fulfill the IDS RAM requirements.

\_ J
Generic building blocks
N
Data connectors, identity and access management, data usage
control.
\_
e N N N\ ™
Ecosystems
Q
'G __________________________________________________________
(]
73
= Data
@
cE
o
a)
Platforms and
solutions
\. J J . J . J
Transport Construction Cities Others

2o LV

Key facts
» IDS Reference Architecture Model (IDS RAM 3.0) a blueprint for the European Data

Spaces

* The IDS-RAM offers organizations all over the world the power to develop and utilize
vendor-independent data ecosystems and marketplaces, open to all, at low cost and
with low entry barriers. And all these systems can connect with one another across
industries and technologies via IDS.

INTERNATIONAL DATA
SPACES ASSOCIATION

REFERENCE
ARCHITECTURE
MODEL

Information model

Usage policy enforcement

The

Cehttps://internationaldataspaces.org/use/reference-architecture/




Gaia-X Federation Services

Domain specific

31

Regulation

Frameworks and standardization

----------------------------------------------------------------------------------------------------

Qaia-x
Generlc building blocks
N
SSI based identity management, verifiable credentials,
data contract services, service catalogue
J
e N\ N N\ ™
Ecosystems
Data
Platforms and
solutions
\ J U J . J . J
Transport Construction Cities Others
LV

Key facts

+ The Gaia-X Federation Services represent the minimum technical requirements and services
necessary to operate the federated Gaia-X ecosystem of infrastructure and data.

Data Ecosystem

Identity and Trust covers authentication and authorization, credential management and
decentral identity management.

Federated Catalogue constitutes the central repository for Gaia-X Self-Descriptions to enable
the discovery and selection of Providers and their Service Offerings.

Data Sovereignty Services enable the trustful and sovereign data exchange of Gaia-X
Participants utilizing mechanisms such as Usage Control.

Compliance ensures a Participant’s adherence to Gaia-X principles in cybersecurity, data
protection transparency and interoperability during onboarding and the delivery of Services.

(7 https://www.gxfs.de/




Fair Data Economy Rulebook

Regulation
Key facts
» Designed to guide forming of trust-based data sharing networks with a common mission, vision
and values.
» Diverse workgroup of 30+ volunteers as authors — Sitra (initiator), industry, academia,
Frameworks and standardization. ..., authorities
& R * Rulebook template includes: checklists that cover business, technology, data, legal and ethical
Fair Data Economy Rulebook model has been refereedto dimensions, data ecosystem design tools, contractual framework.
in IDSA Rulebook as an option to define and agree on + Recommended to be used as a template for IDS use cases in IDSA Rule Book 1.0.

rules for the IDS-compliant data space instances.

.
.
----------------------------------------------------------------------------------------------------

Generic building blocks

Gereric model for governing data space instances. The
template is domain independent and can be used by any
data ecosystem..

Data Network — Rulebook

) Check List Description of Data Network
Externals: General Terms & Conditions
- Individuals Code of Conduct
e N\ /7 N\ /7 N\ 7 N\ = et enting GovernanceM.odel

S~ :
ECOSyStemS » Data Sources Accession
* Data Subjects e Agreement

Legal System

Q
:.L:) """""""""""""" i Ittty -~~~ - r-——-- * Subscribers - Members
3
2 Data ==
'©
€ o B | I | SITRA
8 Technology

Platforms and

solutions

\ J U J J y (7 https://www.sitra.fi/en/publications/rulebook-for-a-fair-data-economy/

Transport Construction Cities Others
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Data Sharing Canvas

Regulation
4 )
Key facts
« Data Sharing Canvas is a generic toolset that helps in defining harmonised agreements for
data sharing at scale
\. J » Can be applied for any type of data space instance.
Frameworks and standardization « Initiated by the Data Sharing Coalition based in The Netherlands.
4 )
\_ J
; HP™F N - Roles & responsibilities
Generic building blocks N _| Business | - Contextand goals U oKL
/- Fee structure
Toolkit to specify the functioning for a data ecosystem from N - Relevant rules & requlation Data Sharing Canvas
business, legal, technical, operational and functional viewpoint. _[ élé Legal ey g
\ y / + Governance
""""""""" Vs N\ /7 N 7 N\ Trust Framework ] 7 - Technical specification
for cross-domain + International standards
data sharing - Security standards
o ECOSyStemS . : N Service levels
= : : . + Operational governance
1 FIN I T B 4[ @ Operational | | igent management
:).)- : /. Tooling
[ Data 7 - Functional scope
S : : Q Functional - Interaction model
- N A A J « Privacy
o) : :
|
Platforms and
solutions 3 :
T N J \ J J . . .
Transport Construction Cities Others & https'//dataSharmgcoalltlon'eu/
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5. Data Spaces as Commons

Common governance structures
Domain-specific requirements and resources

ity

LV..



Governance for Data Spaces as Commons

* Provide guidelines on how to implement common data
spaces governance

 Definition of the governance for data spaces

interoperability (inter-data spaces governance) Synthesis of hullding blocks to data spases
. L. L. As all participants implement the same minimal set of functional, legal, technical and operational
- agreements and standards, they can interact in the same manner, no matter what data space
¢ C r O S S S eCtO ral d at a aval I ab I | I ty by CO m b I n I n g they are operating in. Key building blocks and roles will be part of each data space. Some elements of
1 1 - the building blocks will be similar for multiple spaces and will therefore be part of the general
h Orl ZO ntal reg u Iato ry app roaCh Wlth Scala‘ble SeCtor soft infrastructure. Other elements of the building blocks will need to be customised :

SpECIfI C SpECIfI Catl ons. to work for sector-specific data spaces. 3

» Access to data of public interest for critical use
purposes by setting obligations and requirements for
data holders.

« A minimum viable set of metadata is needed to increase
findability and structured data for machine readability.

» For some domains we need a data governance that work
at domain-specific level such as the European health
data spaces governance.

W
s LVAA



European Data Innovation Board &

Data Innovation Advisor

Council

Regulation
Planned to be initiated s part of the DGA, the role of these bodies is
primarily to oversee that the regulation is implemented as intended
and giving guidance also to national authorities regarding
\ interpretattion of the data related regulation.
Frameworks and standardization
Board will work towards increasing interoperability and creating
common standards to avoid the fragmentation of the internal
market, as well as fostering the creation of Common European
\ Data Spaces )
Generic building blocks
4 )
.
( N [ N\ [ N [ )
Ecosystems
Q
=
TR __________ ] B B
)
7]
= Data
©
e ] ] B B
)
a
Platforms and
solutions
. /U / \_ / \\ J

Transport Construction Cities Others

A /W

Key facts

oversee implementation of data regulation.

(DAIC), as a subgroup of the board.

Overview
of the legislative initiative for the
governance of data spaces

Coordination of Member States practices
Technical

enablers A

rds

Generi
for dat

£
One-stop shop ™
for innovators

Put structures
in place

Voluntary trust label for
providers of data
sharing services

passey

Enhanced use of public
sector data

a2

B28 data sharing platforms

Personal data spaces

Interoperability
Implementation of the
labelling & authorization
framework

ULV I gy Authorisation mechanism

Data altruism schemes

Strategic
Data Innovation Board (DIB)

Tactical & Operational
Data Exchange Board (DEB)

e @ =
Energy Agriculture A
governance governance dal es i b

Manufactoring Mealth
governance gov

+ Data Governance Act (DGA) aims to establish the European Data Innovation Board to
* EU Parliament has proposed establishment of the Data Innovation Advisory Council

* The proposal to establish DAIC was inspired by the Data Exchange Board proposal by the
Data Sovereignty Now! Initiative, and presented in the OPEN DEI White Paper as below.

goverr

es it fit for purpose




TEHDAS - European Health Data Space

Project has a strong focus on existing and future
regulation, and especially the secondary use of health
data.

----------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------

The project is defining the domain-specific needs for
data spaces from the viewpoint of health sector.

----------------------------------------------------------------------------------------------------

Generlc building blocks

~N
J
s N\ N N N\
Ecosystems
O
S B I Ao B
[}
)
= Data
@
e B I B i
o
&
Platforms and
solutions
. J U J L J U y,
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LV.Y

37

Towards
European
Hea'lth
Data
Space

What is our goal?

Our goal is that in the future European citizens, communities and companies
will benefit from secure and seamless access to health data regardless of
where it is stored.

What are we doing?

TEHDAS supports the European Commission in building a European Health
Data Space by developing principles for the cross-border secondary use

of health data. The data space will form the legal bases for data use. The
secondary use of health data means using health data for purposes other than
the primary reason for which they were originally collected.

What are the benefits?

The benefits include providing better healthcare services and personalised
care for people, advancing innovations such as developing new medicines and
boosting knowledge-based policy-making.

Who is involved?
The project is being carried out by 25 European countries. Stakeholders across
Europe are invited to provide input to the work.

Coordination K
SITRA

<

y




Mobility Data Space

Regulation
4 A
. J
Frameworks and standardization
4 )
INTERNATIONAL DATA
SPACES ASSOCIATION
\_ J
Generic building blocks e,
INTERNATIONAL DATA
SPACES ASSOCIATION
e N [ N N\ [ N
Ecosystems
Q
=
oA SR B R ) R N —
(]
73
= Data
©
cE
o
&)
Platforms and
solutions
. J . J J . y,
Transport Construction Cities Others

e LV

Key facts
» Originally German initiative funded by acatech and BMWi

+ Broad participation from public and private sector
+ Different forms of mobility involved
* Aims to be a role model for European Mobility Data Space

Join the MDS
community!
Go to newsletter

Data
Sharing Community

Participants: Municipalities, Deutscher Wetterdienst, Deutsche Telekom, Fraunhofer, HERE,
Door2Door, Schenker, DHL, GDV, Deutsche Bahn, Bosch, Continental, BMW, Volkswagen,
Daimler, ZF, Kihne + Nagel, etc.

(7 https://mobility-dataspace.eu/

"Mobility Data Space is a unique demonstration of how IDS-compliant data sharing across varied markets

and sectors can translate into real value for customers.” Lars Nagel, CEO, IDSA



ISHARE

Regulation
4 )
Key facts
+ Initially logistics-focused initiative originating from the Netherlands.
* iSHARE is a coherent model ("Trust Scheme”) of functional, technical and legal agreements
N\ — / and standards that are used within the Dutch transport and logistics sector to exchange data.
Erameworks and standardization N « The core of the model consists of agreements and standards focusing on identification,
iISHARE is an example of a more general Dutch concept authentication and authorization, which are intended to standardize and thus to significantly
"afsprakenstelsel” or "trust scheme”. iSHARE also provides facilitate the exchange of data between organizations.
well-designed governance model to safeguard supervision + Compliance of the model is ensured and its continuous development achieved by the
\_and quality of data exchange. ) independent iISHARE Foundation that was specifically established for this purpose.

..................................................................................................

ISHARE was originally separate from | yreruationaL paTa | Standardisation Trust
IDS. but is Currently pOS|tloned to be ASSOCIATION : Standardised and re-usable way of Provide a trust framework based on
compliant with IDS reference model. ; identifying, authenticating and perfection
: authorizing M2M and H2M
( \ ( \ ( \ g
Delegations Authorization levels
ECOSyStemS : : Delegate others to share data on ] Provide access to your data without
uL:) 3 : your behalf y the risk to share more data as
'8 """""""""""""" 1 o B i ISHARE required
& f f
= Data
© : 3
s ] N D - : Portable identities ; Consent management
8 : : Portable trusted identities to log in at ‘QE @ Stay in control over your data
F : i Partici
Platforms and : : other iISHARE Participants
solutions :
\_ / L / \_ J :" ............... ; . H
Transport Construction Cities Others & https.//www.|shareworks.org/

2o LV



Nordic Smart Government

REGUIALION. ..., )

C.o.untries may neeq legal ame.n_dments. towards the : Kev facts
: vision of NSG. E.g. increase digital business document  : « Nordic Smart Government is a collaboration between a number of Nordic organisations, and
: adoption, because of a lack of other incentives. many more organisations, public and private, are expected to join.
e eeee RRLELL T L e e e e L L e e P EC L EEL P ECLEEECL PR ¢ ° Real-time economy
Frameworks and standardization « Create value for the SMEs by making real time business data accessible and usable for

Strong support for standardized solutions. innovation and growth across the region, in an automatic, consent based and secure manner

--------------------------------------------------------------------------------------------------

o % Increasing the use of structured

Emphasizes that the development of solution building data on business transactions

blocks must be coordinated. O\I

----------------------------------------------------------------------------------------------------

Will provide a higher quality of real-time
business data that businesses can utilize while
reducing the manual handling of book keeping

And enable new data-driven services

e ~\ e N\ N\ /7 ~\ and business opportunities

O
=
R ] B B
[}
% It will serve authorities J This enables easier and better exchange of data, products
c Data and services, which will serve both service providers
CTS (bank, accountant, insurance) and trading partners
g """""""""""""" I N 1T NORDIC SMART
D GOVERNMENT

Platforms and

solutions

\ J \ J \ J J Czhttps://nordicsmartgovernment.org/

Transport Construction Cities Others

I A"/
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Sector-specific metadata: standards, data models and
formats (examples)

Domain Data
Standard

Provides the syntax
and semantics for data
exchange and data
sharing on different
levels

In manufacturing data spaces, a combination
of different standards is used to describe the
syntax and semantics of data transactions
(e.g. ISO 10303, Asset Administration Shell,
eCl@ss).

Data Models and
Formats

Facilitates a common format | The Smart Agrifood domain needs a
for data model specifications | common representation of agronomic
and representation of data data (e.g. crops, senso data from the

field, multispectral imagery from
UAVs, geolocation data, fertilisation
logs, ...). This common data model
shall be used for all data exchanged
between software components.

L\

Va's'

PRINCIPLES ;:

FOR DATA
SPACES

& pennil

&> IPENDE]



6. Data Spaces as Ecosystems

Data space instances, use cases,
cross-domain examples

LV..



Governance for Data Spaces as Ecosystems

Public All data

° Governan ce for d ata S p ace | n Stan ces. Industrial  Health Energy Agriculture Greendeal Mobility Financial administration Skills spaces

« Ecosystems data governance
(industrial ecosystems such as

Caten a_X) . Data spaces as ecosystem
. . Data spaces based on common design principles enable a dynamic, secure and seamless flow of
* PU bllC'prlvate data govern ance data/information between parties and domains as well as entirely new services for users, based on
. enhanced transparency and data sovereignty. A new user behavior and digital culture arises, as users
(example My Data fO I C|t| eS) . learn to play by the rules and use data (both their own and other users' data) in an ethical way.

Data spaces as federation enable multiple participants to discover data resources across

underlying platforms and their administrative domains.

« Data marketplace governance.

* Implementation of cross-domain data
governance principles.

« Data portability by strengthening
individual’s rights to re-purpose data
and efficient data transfers between
systems and services for business
users.

W
P B /A




Catena-X

Regulation
4 N\
Key facts
« Catena-X is positioned to be the ONE =
leading data space initiative for the C“:AE‘EESEJW frauholer g ARENAZ036
L J automotive sector. Aonc
Frameworks and standardization « Establishment & use of the first “data
(" e ) driven value chain” for the automotive
I industry - from intra- to inter-company. N i
, AR + Goal: A uniform standard for SIEMENS T rry
9aia-x continuous data exchange along the i el b ~
\ . — - entire automotive value chain @ crour )
Generic building blocks « Breakthrough target: 1000 Catena-X £ BOSCH B 2 . _
( — k member organizations in 2022 orke) m - ccT=
INTERNATIONAL DATA 2322 ™ part
SPACES ASSOCIATION 22 = oMG Mo [@Kaputt me
alrga-x
g 9 ) Use cases
(" N\ ( \( N ( ) Traceability of Hardware und Software components (= ,Lieferkettengesetz")
Sustainability (-‘> Proof E\O: fc;otlmc;r;ﬁl;ce m:-r} ;;:lal standards) T iy
%) ECOSyStemS CircuEEt‘:.o::\l)vréy (= (?O footprint minimization)
3‘5 ____________________________ ] N N Quality Mg.;t. ("—)uReal time & collaborative quality man::-xg‘:eYnf-::ntﬁ:v ) =
8_ Demand and Capacity M‘gt.. (= Security of suEpIyl _ , ﬁ
2 Data Business Partner (= t'3usLn‘e‘s‘s Partner Sf:_m:@_: A L - “ﬁ
CTS Data and model-centric development and operations support (= Digital Twin)
E ____________________________ ] N N Modular Production = ==
8 Manufacturing as a Ser‘\i:cle e
Platforms and Real-time control and simulation
solutions _
\ J \ J J \ J (zhttps://catena-x.net/en/
Transport Construction Cities Others

\A/
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SICK - Logistics Chain Collaboration

Regulation

Key facts
+ Packing and logistics system that automatically keeps track all the materials moved by in the

entire supply chain.

+ Material flows and intralogistics processes must be optimally coordinated with each other at
Frameworks and standardization all imes.

--------------------------------------------------------------------------------------------------

SICK is one of the founding members | INIERNATIONAL DaTA + Each shipped items location and current status is tracked and shared with the concerned

: SPACES ASSOCIATIO .. .
i of IDSA and has strongly promoted the participants of the supply chain.
: data space approach for supply chain logistics. » Fully transparent supply line.

----------------------------------------------------------------------------------------------------

-, w WURTH v 'wy WURTH (& e v o
Generlc building blocks . s . w"\ . 0 ﬁ |
FESTO g o 8] scuenken 9 v elCK
s ‘ E
7 FESTO w WURTH ) KRONES W dpd  mae E
@ 000, u
g N ( N ( N ~\ ‘
e il X

Ecosystems

.9 ' — \“ ’ P
U R —— - 1G] - I === === T I ) q —
9] o B W #4 a,nu,nn, . A u&@ o f e
(7]
g Daa %9 e
P—— | — o’ e bt
o
- Platforms and (08 scHenke e
solutions
L )L )L ) L ) (T https://www.sick.com/se/en/logistics-gets-smart-greater-efficiency-in-the-
Transport Construction Cities Others entire-supply-chain-/w/smart-logistics/
LV.)

45



Smart Connected Supplier Network (SCSN)

Regulation

Frameworks and standardization

----------------------------------------------------------------------------------------------------

INTERNATIONAL DATA
SPACES ASSOCIATION

----------------------------------------------------------------------------------------------------

Generlc building blocks

~N
s N\ N N N\
Ecosystems
O
'6 ____________________________ F e ) [ S
[}
)
= Data
@
e R S I B i
o
&
Platforms and
solutions
N J J L J U y,
Transport Construction Cities Others
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Key facts
* Manufacturing companies joining forces in managing complex multi-tiered supply chains.

+ SCSN is a communication standard enabling the machine building industry to share data
across company borders in an easier, safer, and more reliable way

« Connect once, communicate with the entire supply chain.

+ SCSN works for the OEM, 1st, 2nd and 3rd suppliers, wholesalers and steel producers
and works with most available ERP software.

« Manufacturing companies in control over their own data all the time.

How does it work? A

-+

@ Service Providers:
Digital platforms, interconnected using IDS
* Independent ‘address book’ for routing
communication ' .

* Several providers. Choose the most EmATIoNAL oATA

.
2

suitable for your business

Manufacturing companies: \ . N

) * One-time integration with own ERP system < g _ @)
* Registration in the SCSN address book ' R . :

: ERP systems: . \ .

* A manufacturing company can choose
their preferred ERP system.

(7 https://smart-connected.nl/




MyData for Cities

Regulation
4 A
\ — - «  Global model for personal data
Erameworks and standardization N management for cities and their Driving permission authorization
L service ecosystems *  Automated benefits
@@@ + MyData Operator functionalities: * CO2-based reduced parking fees
OPEN & AGILE SMART CITIES consent management, personal data *  Employment serv_ices
\_ J wallet, secure data connectors, ... *  Asset check for city-owned rental
Generic building blocks e, « MyData for Cities Rulebook apartments
4 T *  MIM4 Open and Agile Smart Cities *  Multi-modal mobility services across
SPACES ALSOCIATION SRy I(SQSC) Speleflcatllon . cities (MaaS roaming)
gaia-x connectivity planne
4 N N N p 9
222 City of Helsinki roup
Ecosystems ) y VCl Stu u
(&)
N [ECEREREES B B o ERRREEEE 3 R . h
3 >y mydato:
a ,
é oua ouy ~ GTURKU @ £550”
s 1 ] ] 1 1T 10
O platforms and @ L << ol LAKES
solutions N
\ J \ J J OPEN & AGILE SMART CITIES
Transport Construction Cities Others

LV.'.
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Circular Economy Data Space and Ecosystem

Regulation
4 ™
. y,
Frameworks and standardization
4 )
. J
Generic building blocks
4 )
.
e N\ N N\ [ N
Ecosystems
Q
'G __________________________________________________________
(]
73
= Data
©
e
A
Platforms and
solutions
. J \ J J y,
Transport Construction Cities Others
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Key facts
+ Circular ecosystem for construction and demolition sector

* Improves utilization rate of recyclable materials
* Improves collaboration and value creation within circular ecosystem
* Enables value creation also for other platforms and market places

and

. Ecosystem management
collaboration

Governance Macro level guidance, enablement and regulation
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AgriFood Data Space Finland

Regulation
4 )
Key facts
» Finnish initiative covering broadly the AgriFood sector
« Example use case in Gaia-X Agriculture domain working group
; ks and Jardizat / » Connected to possible agriculture growth engine (BF)
(ramewor S and standardization N » Core actors: Luke, Cinia, GS1, MTK, Pellervo, 1001 Lakes, ...
2332
gaiax”"] AgriFood Data Space
\. J
Generic building blocks Connecting platforms, services, data storages, apps,
( 77 ) loT systems and sensors to a data space where data , ‘
INTERNATIONAL DATA 2i3ec] connections are easy and cost-efficient to establish B Cecras Furons
SPACES ASSOCIATION . AR data flows — also for cross-sectoral data flows.
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Metsaan.fi

Regulation
4 )
Key facts
» Forestry market data sharing allows for better estimation of value of assets for public sector,
market makers and forest owners,
N — / * The use case of shared forestry market data arised from the needs of forest owners, and was
ﬁrameworks and standardization N brought to life by a small real estate broker SME specializing in forest ownership.

Metsdkeskus ) =N m
~ T / Forest Centre \_~ >
Generic building blocks

(" ) Open forest and nature information v  Services ¥  Forestry subsidies ¥ Currentissues ¥ Aboutus ~

Collection of forest resource information

Forest information standards

\_ J
Information about Finnish forests
4 N\ [ N N\ )
Quality of forest resource information
Ecosystems \ Updating forest resource information
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"Data space innovations may arise from surprising sources and most added value can

50 LV.Y be found from unexpected combinations.” -- Jyrki Suokas, Taival Advisory




Rokkiparkki

Regulation
4 A
. J
Frameworks and standardization
4 ™
. J
Generic building blocks
4 A
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Key facts

Rokkiparkki is a non-profit parking
garage in Jatkasaari, Helsinki.
Rokkiparkki has invested in electric
car charging services. Rokkiparkki
needed a service that meets the
demand for faster charging by
residents and fits into parking
operator’s cost model, where
residents themselves pay the costs
of charging their cars based on the
actual cost of electricity.

Virta is a company specialised in
cloud-connected high-capacity
electric charging service provider.
The participants have aimed at
conditioned and consented data
sharing of residents' electric
charging data between the
electricity company, residents'
associations, car manufacturers,
electric car rental companies, Virta
and parking operator in accordance
with the MyData principles.

(7 https://rokkiparkki.fi/

ROIKIKIPARIKICI

Rokkiparkki - Residential
parking upgraded with EV
charging
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Financial Big Data Cluster

Regulation
4 A
Key facts
» Enable sovereign data exchange to better data & analytics for thefinancial sector
» Sustainability risk analysis (ESG, i.e. Environmental, Social, Governance)
; ” 3 pro— / * Market integrity
(ramewor S and standardization N » Monetary policy decision optimization
Nz * Anti-money laundering (AML)
gaia-X -
\_ Yy, Banks and Financial Regulatory Bodies Start-Ups & SME Research and Development
X " 1. Institutions
Generic building blocks o
4 N S &
HRHH‘ ;)/ /{". :
Q
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e N\ N N N FBDC
[1
Ecosystems AV 1
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i o DEUTSCHE BORSE
solutions § BUNDESBANK f"J GROUP  UNIVERSITAT
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Smart Health Connect

Regulation
4 A
Key facts
» Continously monitored patient conditions using wearables
» Collect sufficient data in a GDPR compliant, privacy preserving way to develop Al
& J * Predict and detect critical situations
Frameworks and standardization « Integrative analysis data of wearables and clinical institutes on P
( ) (CHARITE
sl N
PPN
. s
gC]ICI—X Wearable |Patient Data: " '\
\ J/ = Activity Data Data basis for Al -(’{§}\,-
Generic building blocks ' Entdiovasailar Dt
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Smart Otaniemi

Regulation
Key facts
« Smart Otaniemi is an innovation ecosystem in Espoo, Finland that focuses on smart energy to
promote sustainability and cost-efficiency that connects experts, organisations, technologies
and pilot projects.
Ets’v}m?.\!v.(?!.'f.?..§n9.§!§n9§t9!.2.§t!9n ............................................. : « Currently, more than 100 organisations (e.g. ABB, Nokia, Fortum, Enerim, Fingrid) are
. VTT hosts the IDSA hub in Finland. N TERNATIONAL DATA members of the Smart Otaniemi network. o
! Smart Otaniemi provides a large SPACES ASSOCIATION : » Cross-sectoral VTT Research Data Space focuses on novel applications based on the access
: : to different data silos.
cross-domain IDS testbed.
Generlc building blocks
h Cross-sectoral
data access
r N N\ N ™
Ecosystems
L
'6 ____________________________ —_—f == ———— - - - —_— e ——— —_— e ———
8
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2 Data Data
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s ] N B N Data Smart Otaniemi - Mobility
o
- Platf(_)rms and Smart Otaniemi - Smart Built Environment
solutions
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/. Summary

Key findings and messages
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Evolution of data spaces

» Data spaces implement our common distributed soft
infrastructure.

20

« We are in early stages of data space evolution moving
from defining the generic principles, architecting the
frameworks and identifying the potential value in pilots
towards wide scale industrial adoption.
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» There is a broad international consensus on the need for
fair data access and sharing and this momentum should
be used to accelerate the developments.

« Although EU-driven data space initiatives have often been
presented as an attempt to create a counter-force to
hyperscalers (Amazon, Google, Microsoft), a more
balanced collaborative model between European and
US-based industry players is more likely to emerge.
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Data Space Design Guidelines

Trust
Facilitate trusted data exchange among participants,
reassure participants identity, and compliance with defined
rules/agreements.

* Achieved by organisational measures (e.g. certification or
verified credentials) or technical measures (e.g. remote
attestation).

Data value
Create new data value chains based on data provided by
existing participants
Extend existing data value chains, thus bringing about
innovation by exploiting value not foreseen initially.

Fair

« Data spaces as commons: adhere to FAIR principles
(Findable, Interoperable, Accessible, Reusable).

« Data spaces as ecosystems: fair to all participants in
terms of value creation (FRAND-like terms and
conditions).

Human-centric

* Include individuals as active subjects in data space
development.

* Recognize that almost all data space domains and use
cases involve data about individuals in one form or

another.
Responsible Real-time _
- Promote ethical business practices related to data « Build capability to exchange and to act on data as real-time
as possible.

sharing.
« Contribute to solving the societal and environmental
sustainability challenges of our time.

Big benefits to be gained, for example in the public sector
collaboration.
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Thank you!

lvm.fi/en Twitter: @Ivmfi
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