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7 digital society principles by Taavi Kotka (ex-CIO of Estonia)



No one can be left behind.
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PRIVATE SERVICES

Example: User breaks the service and sector silos
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Currently, service path requires more than 10 identifications in physical points
• Takes multiple days of effort for the user and increase labor costs

PUBLIC SERVICES



Foundation for digital trust
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Made in 

Finland

The solution, SisuID; an open source based digital identity registration and authentication platform. Free for all citizens.

No transcation costs. Built on governmental trust with passports. Supports multiple levels of trust. Also de-centralized. 

SOLUTION IS ONE, FREE AND SERCURE NATIONAL IDENTITY FOR 

EVERYONE



SisuID features: Remote enrollment and identity verification

(https://youtu.be/gAxYgh4GR8g)

https://youtu.be/gAxYgh4GR8g


SisuID features: Mobile authentication app

(https://youtu.be/BmxQ5bcSNKg)

https://youtu.be/BmxQ5bcSNKg


Physical world example of Verifiable Credentials
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Data Providers
“Issuers”

Service Providers
“Consumers”

Decentralized identity networks

4. Data

Decentralized trust

1. Authentication

• Decreases the amount of API integrations
• User is in control of consenting their data
• UX design can hide the complexity

2. Data 3. Consent

The person is the integration point in 

conveying verifiable data
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Goal for Finnish digital society



• Modular building blocks for developing a digital society

• Produced in public-private partnership

• Reusable free open source technology and open protocols

• Necessary policy and legislation framework included

• Secure and privacy-aware

Architecture blueprint for digital society

Population and 

Land Registers

NATIONAL DATA EXCHANGE LAYER

CYBER DEFENSE

NATIONAL ARCHITECTURE

Critical 

Infrastructure 

Monitoring

Risk Management 

Portal
SOC & CERT

Early Warning & 

Threat Intel

Open Data & 

MyData

Digital Identity & 

Verifiable Data

Authentication

& 

Authorization

Real-Time 

Economy
Taxation

TRUST FRAMEWORK, POLICIES & LEGISLATION
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