Terms and Conditions for the
Processing of Personal Data

(JYSE/JIT - Personal data 2025)

Public Sector ICT

PUBLICATIONS OF THE MINISTRY OF FINANCE - 2025:29

i,

-g_;[. —

o MINISTRY
,,f OF FINANCE
g




Publications of the Ministry of Finance 2025:29

Terms and Conditions for the
Processing of Personal Data

Ministry of Finance Helsinki 2025



Publication distribution

Institutional Repository
for the Government
of Finland Valto

julkaisut.valtioneuvosto.fi

Ministry of Finance
Copyright Act (404/1961) 9 § Works excluded from protection

ISBN pdf: 978-952-367-863-7
ISSN pdf: 1797-9714

Layout: Government Administration Department, Publications

Helsinki 2025 Finland


https://julkaisut.valtioneuvosto.fi/

Description sheet
9 June 2025

Terms and Conditions for the Processing of Personal Data
(JYSE/JIT — Personal data 2025)

Publications of the Ministry of Finance 2025:29 Subject Public Sector ICT

Publisher

Group author
Language

Ministry of Finance

Ministry of Finance
English Pages 22

Abstract

Keywords

ISBN PDF

URN address

The JYSE/JIT Terms and Conditions for the Processing of Personal Data 2025'and
‘JYSE/JIT Description of Processing Operations 2025’ (hereinafter the ‘Annex’ or
‘Annexes’) are shared annexes for use with the ‘General Terms of Public Procurement
(JYSE SUPPLIES 2025 and JYSE SERVICES 2025)’ and ‘General Terms and Conditions of
Public IT Procurement (JIT).

The Annexes are meant for contracts in which the supplier (processor) will process
personal data on behalf of the customer (controller) as part of the service being
procured.

The JYSE/JIT Terms and Conditions for the Processing of Personal Data 2025'include
terms and conditions for the processing of personal data. The terms and conditions are
based on the EU General Data Protection Regulation. It is recommended that the terms
and conditions for the processing of personal data be given precedence over other
general terms and conditions in the order of application.

A separate form JYSE/JIT Description of Processing Operations 2025" has also been
drawn up for the processing of the personal data of the customer. The formis a
template that the customer should modify to suit their contract. The form is intended to
be used to describe in detail what personal data of the customer will be processed and
how the supplier will process that data when providing the services under the contract.
The Annex is intended for use alongside the JYSE/JIT Terms and Conditions for the
Processing of Personal Data 2025

The terms and conditions for the processing of personal data and the description of
processing operations mentioned above have been drawn up as part of the update of
the JYSE and JIT general terms and conditions. The general terms and conditions are
maintained by the Ministry of Finance and will be published early in the spring of 2025.
The general terms and conditions and annexes have been updated through extensive
cooperation between the public and private sectors.
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Julkaisun osoite

"JYSE/JIT Henkil6tietojen kasittelyn ehdot 2025” ja "JYSE/JIT Henkil6tietojen
kasittelytoimien kuvaus 2025" (myShemmin tekstissa "liite” tai “liitteet”) ovat yhteisia
liitteitd kdytettavaksi osana "Julkisten hankintojen yleisia sopimusehtoja” (JYSE Tavarat
2025 ja JYSE Palvelut 2025) ja "Julkisen hallinnon IT-hankintojen yleisid sopimusehtoja”
(JIT 2025).

Liitteet on tarkoitettu hankintoihin, joissa toimittaja (kasittelija) tulee kasittelemaan
tilaajan henkiltietoja tilaajan (rekisterinpitdjan) lukuun osana hankittavaa palvelua.

"JYSE/JIT Henkilotietojen kasittelyn ehdot 2025” sisdltavat EU:n yleiseen tietosuoja-
asetukseen perustuvia ehtoja henkil6tietojen kasittelylle. HenkilGtietojen kasittelyehtoja
suositellaan kaytettavaksi soveltamisjarjestyksessa ennen muita yleisia sopimusehtoja.

Tilaajan henkilGtietojen kasittelyd varten on tehty lisdksi erillinen lomake
"Henkilotietojen kasittelytoimien kuvaus 2025" Lomake on tarkoitettu mallipohjaksi,
joka tilaajan tulee muokata omaan hankintaansa soveltuvaksi. Lomakkeessa on
tarkoitus kuvata konkreettisesti, mita tilaajan henkil6tietoja tietoja ja miten toimittaja
kdsittelee tuottaessaan sopimuksen mukaista palvelua. Liite on tarkoitettu kdytettavaksi
"JYSE/JIT HenkilGtietojen kasittelyn ehtojen 2025” rinnalla.

Edelld mainitut henkil6tietojen kasittelyn ehdot ja henkilotietojen kasittelytoimien
kuvaus on toteutettu osana JYSE- ja JIT-sopimusehtojen uudistamista.
Valtiovarainministerion yllapitamat sopimusehdot liitteineen julkaistaan alkukevaasta

2025. Sopimusehdot liitteineen on paivitetty laajassa yhteistyossa julkisen ja yksityisen
sektorin kesken.
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"JYSE/JIT Villkor fér behandling av personuppgifter 2025” och ” JYSE/JIT Beskrivning
av behandling av personuppgifter 2025” (nedan "bilagan” eller "bilagorna”) ar
gemensamma bilagor avsedda att anvandas som en del av "Allmanna avtalsvillkor
for offentlig upphandling” (JYSE varor 2025 och JYSE tjénster 2025) och "Allménna
avtalsvillkor for IT-upphandlingar inom den offentliga férvaltningen” (JIT 2025).

Bilagorna &r avsedda for upphandlingar dér leverantéren (personuppgiftsbitradet)
kommer att behandla bestéllarens personuppgifter for bestéllarens (den person-
uppgiftsansvariges) rakning som en del av den tjanst som upphandlas.

"JYSE/JIT Villkor for behandling av personuppgifter 2025" innehaller villkor for
behandling av personuppgifter som baserar sig pa EU:s allmanna dataskydds-
férordning. Villkoren for behandling av personuppgifter rekommenderas att fa foretrade
i tilldmpningsordningen fore andra allménna avtalsvillkor.

For behandlingen av bestallarens personuppgifter har det dessutom utarbetats en
separat blankett, "Beskrivning av behandling av personuppgifter 2025". Blanketten ar
avsedd att fungera som en mall som bestallaren kan redigera sa att den passar den
egna upphandlingen. Avsikten &r att det pa blanketten ska ges en konkret beskrivning
av vilka av bestéllarens personuppgifter leverantéren behandlar nér leverantdren
producerar avtalsenliga tjanster och hur uppgifterna behandlas. Bilagan ar avsedd att
anvandas vid sidan av "JYSE/JIT Villkor for behandling av personuppgifter 2025".

Villkoren fér behandling av personuppgifter och beskrivningen av behandlingen

av personuppgifter har utarbetats i samband med revideringen av JYSE- och JIT-
avtalsvillkoren. Finansministeriet svarar for avtalsvillkoren och bilagorna, som publiceras
i borjan av varen 2025. Avtalsvillkoren med bilagor har uppdaterats genom brett
samarbete mellan den offentliga och den privata sektorn.

offentliga forvaltningens ICT, férvaltningspolitiken, personuppgifter, upphandling,
avtalsvillkor
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INTRODUCTION

The JYSE/JIT Terms and Conditions for the Processing of Personal Data 2025 and the
JYSE/JIT Description of Processing Operations 2025 have been drawn up to facili-
tate practical public procurement work. They are intended to be used as separate
annexes to the General Terms of Public Procurement in Supply Contracts and Ser-
vice Contracts (JYSE 2025) and the General Terms and Conditions of Public IT Pro-
curement (JIT 2025), which have been used extensively in procurement carried out
by public contracting entities.

The annexes were drawn up in conjunction with the Ministry of Finance’s update
of the JYSE and JIT contract terms. The background of the update of the contract
terms is described in more detail in the introductions to those publications.
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Terms and Conditions for the Processing of
Personal Data (JYSE/JIT - Personal Data 2025)

Version: 1.0
Published: 7 February 2025
Validity: until further notice

Instructions for use

These Terms and Conditions for the Processing of Personal Data are intended to be
used in procurements where the supplier will process the client’s personal data on
behalf of the client as part of the service procured. These Terms and Conditions are
intended to be used for the processing of personal data based on the General Data
Protection Regulation of the EU (GDPR, (EU) 2016/679). They are not intended to be
used when the processing of personal data is based on the Act on the Processing
of Personal Data in Criminal Matters and in Connection with Maintaining National
Security (1054/2018).

The Terms and Conditions for the Processing of Personal Data are not intended

to be used on their own. Instead, in addition to these Terms and Conditions, the
special terms and conditions applicable to the service concerned as well as either
the General Terms and Conditions of Public IT Procurement (JIT 2025 — General
Terms and Conditions) or the General Terms and Conditions of Public Procurement
(JYSE 2025 terms), depending on which contract terms apply to the contract,
should always be annexed to the contract.

It is recommended that the Terms and Conditions for the Processing of Personal
Data be given precedence over the other general terms and conditions of contract
annexed to the contract.

Where necessary, the contract should provide the definitions of 'controller' and
'processor' of personal data and take into account the requirements laid down in
the General Data Protection Regulation (GDPR, (EU) 2016/679) for the processing
of personal data. The requirements have been specified further in documents
including European Data Protection Board (EDPB) guidelines 07/2020 on the
concepts of controller and processor in the GDPR.
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The client acts as the controller as referred to in legislation concerning the
processing of personal data and data protection when the client determines

the purposes and means of the processing of personal data. Although the client
typically acts as the controller of the processing of personal data relating to a
service, it should be noted that, to the extent that the supplier itself determines the
purposes and means of the processing of personal data, the supplier acts as the
controller. Examples of such personal data that falls under the responsibility of the
supplier as the controller include contact details in the supplier’s customer register.
This data is not covered by the client’s instructions.

Where necessary, the contract should specify if any special legislation relating to
personal data processing applies to the client.

A document that specifies in concrete terms which personal data will be processed
and how and, for which purpose it will be processed, must be annexed to the
contract. According to Article 28 of the GDPR, the processing of personal data shall
be governed by a binding document that sets out the subject-matter and duration
of the processing, the nature and purpose of the processing, the types of personal
data and the categories of data subjects. A form for the description of personal data
processing operations has been published in conjunction with these Terms and
Conditions for the Processing of Personal Data and may be used for this purpose.

The client must ensure that the supplier implements the appropriate technical and
organisational measures to ensure a level of security appropriate to the risk. The
required level of security may be based on, for example, a risk assessment carried
out by the client and considered jointly by the parties, available technology and
technological opportunities as well as the nature and quality of the processed data.
To ensure the required level of security, the client must already assess, during the
preparation phase of the procurement, whether the contract should set special
requirements relating to information security for the supplier. The formulation

of the information security requirements can make use of, for example, the
procurement term tool prepared by the Information Management Board or any
instrument developed within the Government to replace it.

Under the GDPR, the controller must authorise any subcontractors used by the
processor in advance. The written advance authorisation may be specific or general.
Owing to the nature of public administration, it is important for the client to have
visibility into the personal data processor chain and effective opportunity to
authorise the subcontractors used. In addition, the supplier must inform the client
of any planned changes concerning subcontracting. The client may give written
authorisation for the use of subcontractor processors by, for example, signing the
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contract specifying the subcontractors. The client should ensure that the contract
or the general JIT or JYSE terms and conditions annexed to it include a sufficient
contractual term concerning replacements of subcontractors and the right to
object to a new subcontractor. Where necessary, it should be agreed in the contract
on the contracting parties’ possible right to terminate the contract if a suitable
subcontractor is not available.

The supplier should note that the terms and conditions may to some extent differ
from terms and conditions commonly used in private-sector deliveries due to the
nature of public-sector activities.

The client should note that the decision on whether data may be transferred
outside of the EEA must already be made before the invitation to tender is
published, so that the contract terms are stated correctly already in the invitation
to tender. This should be taken into account particularly when procuring cloud
computing services. The Transfer Impact Assessment (TIA) described in clause 7.2
can already be requested to be submitted as a document attached to the tender if
the supplier intends to process personal data in a third country that is not covered
by an adequacy decision adopted by the European Commission. Provisions on
damages and any right of recourse between the controller and processor of
personal data are laid down in JIT 2025 - General Terms and Conditions and in JYSE
2025 - Services.

These instructions for use do not constitute part of the contract.

10
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Date of contract:
Number of contract:
Number of Annex:

Terms and Conditions for the Processing of Personal Data
(JYSE/JIT - Personal Data 2025)

Contents

1 Scope of application

2 Definitions

3 Roles of contracting parties in processing of personal data
4 Supplier’s general obligations

5 Client's instructions

6 Subcontractors processing client’s personal data

7 Location of personal data processing

8 Requirements concerning personnel

9 Personal data breaches

10 Right to audit concerning personal data processing
11 Termination of personal data processing

1 Scope of application

1.1 These Terms and Conditions define in a manner binding on the client and the
supplier the contract terms concerning the processing of personal data as well as
the obligations and rights of the controller and the processor of personal data in
accordance with which the supplier shall process the personal data on behalf of the
client.

1.2 The supplier shall be able to demonstrate to the client that the supplier is, as a
processor of personal data, complying with these Terms and Conditions.

1
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2 Definitions

data protection legislation
The General Data Protection Regulation of the European Union
(GDPR, (EU) 2016/679) as well as other legal provisions on data
protection and the orders of the data protection authorities.

client's personal data
Any personal data the client is responsible for as the controller.

In addition, definitions of the GDPR are used in this annex.

3 Roles of contracting parties in processing of personal data

3.1 The client shall be the controller when the client determines the purposes and
means of the processing of personal data. When processing the client’s personal
data, the supplier shall act as processor. The more specific tasks and responsibilities
of the contracting parties concerning the processing of the client’s personal data
shall be agreed in the contract.

3.2 The subject-matter, duration, nature and purpose of the processing of personal
data, the types of personal data and categories of data subjects, the applicable
information security measures, and the more detailed obligations and rights of the
supplier and the client shall be described more specifically in the contract and its
annexes, particularly in the Description of Processing Operations.

3.3 If the Description of Processing Operations in accordance with clause 3.2 has
not been made or if it is incomplete, the client and the supplier shall draw up the
description in cooperation with each other before the commencement of the
processing of the client’s personal data.

4 Supplier’s general obligations

4.1 The supplier shall process the client’s personal data in compliance with the
data protection legislation in force at any given time, the contract between the
contracting parties and the instructions provided by the client.

4.2 The supplier shall implement and document the technical and organisational

measures required to ensure a level of security appropriate to the risk in order to
prevent and protect against unauthorised or unlawful processing of the client’s

12
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personal data and to protect against accidental loss, destruction or damage of the
client’s personal data. By means of the measures, the supplier shall ensure that
the processing of the client’s personal data takes place in compliance with the
requirements of the contract and with the client’s instructions and data protection
legislation. The measures shall also ensure the confidentiality, integrity, availability
and resilience of the systems and services used in the processing of the client’s
personal data.

4.3 The supplier shall not process or otherwise utilise the client’s personal data
processed by the supplier under the contract for a purpose or to an extent other
than in accordance with the contract.

4.4 The supplier shall designate a data protection officer or a contact person
responsible for data protection matters for communication related to the client’s
personal data. The supplier shall provide the client with the contact information of
the data protection officer or contact person in writing.

4.5 The supplier shall, upon the written request of the client, provide the client
without delay with all such information concerning the processing of the client’s
personal data that the client may need (i) to fulfil the rights of data subjects,
including access rights, (ii) to ensure the lawfulness of the processing of the client’s
personal data, and (iii) to comply with the orders or instructions of data protection
authorities. The supplier shall participate, on request and in the manner agreed, in
the preparation and maintenance of descriptions and other documents for which
the client is responsible, such as impact assessments and documents relating to
any prior consultation of the supervisory authority. The supplier shall perform these
tasks at the rates charged for labour under the contract.

4.6 The supplier shall notify the client without delay of all requests by data subjects
for exercising the data subject’s rights. The supplier shall not respond to these
requests by itself. The supplier shall assist the client in the agreed manner so

that the client is capable of fulfilling its obligation to respond to these requests.
Requests may require that the

supplier, for example, assists in informing and communicating with the data
subject, implementing the data subject’s right of access, rectifying or erasing
personal data, implementing the restriction of processing or transmitting the

data subject’s own data from one system to another (data portability). Unless the
inclusion of the said tasks in the service prices has been agreed in the contract, the
supplier shall have the right to invoice the client at the rates for labour agreed in

13
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the contract if the assistance results in additional costs for the supplier. The supplier
shall be obligated to notify the client in advance of any additional costs to be
incurred.

5 Client's instructions

5.1 The client shall have the right to provide the supplier with binding written
instructions concerning the processing of the client’s personal data. The client
shall ensure that the instructions are maintained and available. The supplier shall
inform the client without undue delay if the instructions provided by the client are
incomplete or if the supplier suspects that they are unlawful.

5.2 The client shall have the right to amend, supplement and update the
instructions concerning the processing of the client’s personal data it has provided
for the supplier. If the amendments to the instructions cause other than minor
changes relating to the services provided under the contract, their effects shall

be agreed upon, before any updates to the instructions, through the change
management procedure in accordance with the contract.

6 Subcontractors processing client’s personal data

6.1 The use of a subcontractor shall require written authorisation granted in
advance by the client. The use of subcontractors has been agreed upon more
specifically in the contract.

6.2 The supplier shall enter into written agreements with its subcontractors,
under which the subcontractors shall undertake to comply for their part with the
obligations imposed on the supplier by the contract and with the instructions
concerning the processing of the client’s personal data provided by the client and
valid at any given time.

6.3 The supplier shall be responsible for the work of its subcontractor as for its

own work. The supplier shall be responsible for any subcontractor complying, for
its part, with the obligations set for the processor. If the client is justifiably of the
opinion that the supplier’s subcontractor is not fulfilling its obligations regarding
data protection, the client shall have the right to request that the subcontractor be
replaced.

14
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6.4 Any replacement of subcontractor participating in the processing of the

client’s personal data shall be notified to the client in advance. The notification
shall describe how the subcontractor will be processing the client’s personal data
in accordance with data protection legislation and that it will provide sufficient
guarantees of compliance with the data protection legislation. The client shall have
the right to object to a proposed subcontractor for a justified reason.

7 Location of personal data processing

7.1 Unless otherwise agreed in the contract, the supplier shall have the right to
process the client’s personal data in the European Economic Area (EEA) only.
What has been agreed in the contract and in these Terms and Conditions on the
processing of the client’s personal data shall also apply to the granting of access
to the client’s personal data via, for example, a management or monitoring
connection.

7.2 If the supplier has, under the contract, the right to process the client’s personal
data outside of the EEA, the supplier shall before the implementation of a transfer
submit to the client for approval a Transfer Impact Assessment (TIA) prepared by the
supplier concerning the transfer of the client’s personal data and the information

on the transfer mechanisms and any additional safeguards used necessary for

the assessment of the transfer. The TIA shall be updated in conjunction with any
significant changes. If the European Commission has adopted an adequacy decision
on the third country, a territory or specified sector within the third country, or the
international organisation concerned, there shall be no need for a separate TIA.

8 Requirements concerning personnel

8.1 The supplier shall ensure that all persons acting under the authority of the
supplier and authorised to process the client’s personal data have committed
themselves to the non-disclosure terms agreed in the contract or are under a

statutory obligation of non-disclosure.

8.2 The supplier shall provide its personnel with access to the client’s personal data
only to the extent necessary to fulfil the purpose of the contract. The supplier shall
ensure that all persons under the authority of the supplier who have access to the
client’s personal data are aware of their obligations related to the processing of the
client’s personal data and process the data only in accordance with the contract,
these Terms and Conditions and the client’s instructions.

15
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9 Personal data breaches

9.1 The supplier shall, regardless of the agreed service hours, notify the client in
writing without undue delay of any personal data breach of which the supplier has
become aware. In addition, the supplier shall notify the client without undue delay
of other disruptions in or problems with the service which have or may have an
impact on the status and rights of data subjects. The supplier shall help the client to
ensure compliance with the obligations relating to the security of processing and to
data breach notifications.

9.2 The supplier shall provide the client in writing with at least the following
information on any personal data breach concerning the client’s personal data:

i. adescription of the nature of the personal data breach and
identification of the personal data affected by the personal data breach,
including the categories and approximate number of data subjects
concerned, and the categories and approximate number of personal
data records concerned as accurately as known;

ii. the name and contact details of the data protection officer or other
contact point where more information can be obtained;

iii. adescription of the likely consequences of the personal data breach;
and

iv. adescription of the measures taken or proposed to be taken by the
controller to address the personal data breach, including, where
appropriate, measures to mitigate its possible adverse effects.

9.3 The original notification shall be supplemented without undue delay if the
supplier receives further information on the personal data breach after the
notification provided.

9.4 Having detected a breach of the client’s personal data, the supplier shall without
delay take sufficient measures to eliminate the personal data breach and to limit
and remedy its impacts.

10 Right to audit concerning personal data processing

10.1The client shall have the right to conduct or have an independent third party
conduct an audit to assess compliance by the supplier and its subcontractors with
these Terms and Conditions for the Processing of Personal Data and the other
obligations under the contract concerning the processing of the client’s personal
data.

16
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10.2 The supplier shall ensure that the client can exercise its rights to audit the
supplier’s subcontractors as required by the data protection legislation.

10.3 Any audits conducted by the client shall not limit the obligations,
responsibilities and liabilities of the supplier or its subcontractors under these Terms
and Conditions for the Processing of Personal Data or the contract.

10.4 Each contracting party shall carry its own direct costs arising from the audit.
If an audit detects a material derogation from compliance with these Terms and
Conditions for the Processing of Personal Data or other obligations under the
contract concerning the processing of the client’s personal data, the supplier shall
be responsible for the direct costs of the audit required to identify the derogation.

N Termination of personal data processing

11.1 The supplier may not erase the client’s personal data during the validity of the
contract without the explicit request of the client.

11.2 Upon the termination of the contract, the supplier shall, at the choice of the
client, either return the client’s personal data to the client in a commonly used
format or, at the supplier’s expense, destroy it so that the client’s personal data can
no longer be restored into a legible format. The data may not be erased if legislation
or an order of an authority requires the supplier to retain the client’s personal data.
Unless otherwise agreed in the contract, the supplier shall not be entitled to any
separate charge for the return of the client's personal data in accordance with this
paragraph.

17
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JYSE/JIT Description of Processing
Operations 2025

Version: 1.0
Published: 7 February 2025
Validity: until further notice

Instructions for use

This annex describes which personal data of the client (controller), that is, which of
the client’s personal data, the supplier (processor) or its subcontractor will process
when providing the service under the contract.

The Description of Processing Operations form is intended to be used together with
the Terms and Conditions for the Processing of Personal Data (JYSE/JIT - Personal
Data 2025).

The required parts of the form should be filled in and amended in accordance

with the service that is the object of procurement and the processing operations
procured. It is recommended that a template suitable for the organisation’s
activities be created on the basis of this form before taking the form into use in the
organisation.

18
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Date of contract:
Number of contract:
Number of Annex:

JYSE/JIT Description of Processing Operations 2025

Contents

Roles in personal data processing

Purpose of document

Subject-matter and nature of personal data processing
Duration of personal data processing

Categories of data subjects

Types of personal data

Transfer of personal data outside of EEA
Subcontractors processing personal data

O NOY UL A WN =

1 Roles in personal data processing

Controller(s):
[name, business ID, name of contact person, contact details]
[name, business ID, name of contact person, contact details]

Processor(s):
[name, business ID, name of contact person, contact details]
[name, business ID, name of contact person, contact details]

2 Purpose of document

The client has entered into a contract with the supplier concerning a service where
the supplier will act as a processor of the client’s personal data.

This document describes which personal data of the client (controller), that is,

which of the client’s personal data, the supplier (processor) or its subcontractor will
process when providing the service under the contract, and how it will process it.

19
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3 Subject-matter and nature of personal data processing

The processor will process the client’s personal data when providing the client with
the following service:

The processor will process the client’s personal data as follows:

[Instructions: Describe here why and how the processor and subprocessors
(subcontractors) will process the client’s personal data in question. For example, the
client will order a computer installation service from the processor, which is why the
processor will need to process data of the client’s users to complete the user-specific
installation of computers. Or, for example, the supplier will provide a platform where
personal data of customers will be stored. To finish, delete these instructions.]

4 Duration of personal data processing

The following has been agreed on the duration of personal data processing
[Instructions: select the required option(s), amend if necessary]:

01 Personal data will be processed for as long as the services will be
provided under the contract between the client and the supplier.

[ Personal data will be processed over the following period:

[1 The processing periods of different personal data will differ from each
other as follows (please specify):

5 Categories of data subjects

The client’s personal data to be processed concerns data of persons belonging to
the following categories of personal data [Instructions: select the required option(s),
amend the lists if necessary depending on the data to be processed]:

(1 Public officials, local government officials, and employees

(1 Client's customers, such as customers of services provided by public
authorities

(1 Contract suppliers

Cooperation partners and stakeholder representatives

(1 Other, please specify:

O
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6 Types of personal data

The processing of the client’s personal data will include the following types of
personal data [Instructions: select the required option(s), amend the lists if necessary
depending on the data processed]:

(1 Data of customers of services provided by public authorities such as
name, personal identity code, address, telephone and mobile phone
numbers, email address, call recordings, customer interaction history
and details.

0 Data of enterprise customer and supplier such as the contact person’s
name, title, address, telephone and mobile phone numbers, email
address, purchase and/or service use history and details.

[ Data of cooperation partner and stakeholder such as the contact
person’s name, title, address, telephone and mobile phone numbers,
email address.

(1 Data of public officials, local government officials, and employees
as well as other personnel data such as name, addresses, contact
details, age, date of birth, national identification number (personal
identity code), information relating to the data subject’s contractual
employment relationship or public-service employment relationship,
including job title / duties, information on employment history,
recruitment and termination of contractual/public-service employment
relationship, employee appraisals, education and training and security
information.

0 IT management data such as service-related system and application
log data, identifiers for printing and other hardware, such as usage
data, usernames, location, contact details, communication data and
metadata.

[ Security data such as security log data, hardware and system
monitoring data, camera footage and personal data breach data.

[1 Hardware maintenance data such as hardware maintenance tickets
and status data.

(1 Other, please specify:

The processing will include the following special categories of personal data:

race or ethnic origin

political opinions

religious or philosophical beliefs
trade union membership

O 0O oo
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[ processing of genetic or biometric data for the purpose of uniquely
identifying a natural person

[ data concerning health

data concerning a natural person’s sex life or sexual orientation

01 criminal convictions and offences or related security measures

O

7 Transfer of personal data outside of EEA

(1 The client’s personal data will not be transferred outside of the EEA.

The client’s personal data will be transferred outside of the EEA to:

[0 The client’s personal data will be transferred outside of the EEA on the
following grounds for transfer:

O

[Instructions: Enter the grounds for transfer if personal data will be transferred
outside of the EEA. For more details on the grounds for transfer, visit the website of
the Office of the Data Protection Ombudsman: https://tietosuoja.fi/en/transfers-of-
personal-data-out-of-the-eea. Also read Articles 44-50 of Chapter V of the GDPR.

If necessary, specify which personal data will be transferred. To finish, delete these
instructions.]

8 Subcontractors processing personal data

0 The subcontractors that will be processing personal data have been
described in a separate annex, Annex no:

[1  The subcontractors that will be processing personal data are described
below. Also described below is which data the subcontractors will
process and how:
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